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FOR IMMEDIATE DISTRIBUTION

FullArmor Granted Patent for Resource Access
with Identity Impersonation by the United
States Patent and Trademark Office (USPTO)
Patented Technology Enables Access to Internal and Cloud
Resources Using a Unique Internal Identity Token
Management System
BOSTON, November 29, 2016 -- FullArmor, a leading provider of Cloud security
and management tools, today announced that is has been granted patent number
9,509,684 for “System and Method for Resource Access with Identity
Impersonation.”
FullArmor’s HAPI (Hybrid API) product utilizes this resource access with identity
impersonation as a core component of its secure identity and access gateway to
enable developers, enterprise DevOps, and System Integrators to transparently
integrate direct authentication and access capabilities of on-premise Active Directory
(AD) infrastructures into their Cloud and mobile apps. Using HAPI, apps can
seamlessly support Active Directory login, provision/deprovision users and groups,
and connect to internal, on-premise resources including file shares, SharePoint, SQL
and more.
“This patent is another acknowledgment of our team’s innovation in bridging the onpremise and cloud worlds,” said Danny Kim, CTO of FullArmor Corp. “We are
pleased that the US Patent and Trademark Office awarded our efforts.”
Seamless, Secure Connection to the Enterprise
The FullArmor HAPI Platform provides an extensive set of APIs that enables
developers, enterprise DevOps, and System Integrators a secure platform to:
•

Enhance Cloud and mobile apps with the capability for users to login to onpremise Active Directory instances

•

Make it possible for Cloud and mobile apps to directly query and
provision/deprovision AD user/group information without the security
concerns and latency associated with duplication and syncing

•

Eliminate the need to rely on VPNs or third party Identity providers to connect
to on-premise AD infrastructures. The HAPI Gateway serves as a secure,
dynamic and scalable identity/authentication/access provider

•

Support hybrid access to both Active Directory and Cloud directory resources

About FullArmor
FullArmor is a leading edge provider of security and management tools for softwareas-a-service (SaaS) and Cloud technologies. Its latest offerings enable SaaS and
mobile vendors to access internal Active Directory resources from the Cloud. The
company is a Microsoft Gold Certified Partner. More than 5 million users and 1,500
organizations worldwide rely on technology developed by FullArmor. For more
information visit us on the web at www.fullarmor.com or call 800.653.1783.
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